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Information Security Policies Made Easy, Version 12 is the latest version of the “gold standard” information
security policy resource used by over 9000 organizations worldwide. Based on the 30 year consulting and
security experience of Charles Cresson Wood, CISSP, CISA, CISM, ISPME is the most complete security policy
resource available. ISPME has everything you need to save money while building a set of written information
security policies, including:

1. Complete ISO 27002 Policy Statement Library

A complete policy statement library with over 1500 individual pre-written
security policies ‘NF;;NKTTON
e Expert commentary discussing the risks mitigated by each policy SECURITY POLICIES

e Coverage of the latest technical, legal and regulatory issues LM,ad,QEaS, /

e SO 17799/27002 outline format, allowing for easy gap-analysis against i 2th EciTioN
existing standards and security frameworks E{——— .

®  Policy coverage maps for Sarbanes-Oxley(COBIT), PCI-DSS and HIPAA '
security
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2. Thirty-eight (38) complete pre-written sample security policy
documents
Updated and ready to use "as is" or with easy customization, including:

Charles Cresson Wood, CISA, CISSP —!

1. Acceptable Use of Assets Policy 20. Intranet Security Policy

2. Access Control Security Policy 21. IT Risk Management Security Policy

3.  Account and Privilege Management Policy 22. Log Management and Monitoring Policy
4. Asset Management Policy 23. Network Security Management Policy
5.  Backup and Recovery Policy 24. Malicious Software Policy

6. Business Continuity Policy 25. Mobile Computer Security Policy

7. Detailed Information Security Policy 26. Password Management Policy

8. Electronic Mail Security Policy 27. Personal Computer Security Policy

9. External Network Connection Security Policy 28. Personnel Security Management Policy
10. External Party Information Disclosure Policy 29. Physical Security Policy

11. Firewall Management Policy 30. Privacy Policy — Stringent

12. High-Level Information Security Policy 31. Privacy Policy — Lenient

13. Information Classification Policy 32. Remote Access Management Policy

14. Incident Reporting and Response Policy 33. Social Networking Acceptable Use Policy
15. Information Disposal Policy 34. Telecommuting Security Policy

16. Information Exchange Policy 35. Third Party Security Management Policy
17. Information Ownership Policy 36. Web Site Security Policy

18. Information Security Program Policy 37. Wireless Network Security Policy

19. Internet Acceptable Use Policy 38. Information Security Policy Template

3. Expert policy development advice and tools

Policy tutorial, tips and tricks for getting management buy-in for information security policies
e A step-by-step checklist of policy development tasks to quickly start a policy development project
e Tips and techniques for raising security policy awareness
e Real-world examples of problems caused by missing or poor security policies
e Policy development resources such as Information Security Periodicals, professional associations
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and related security organizations
Essential forms such as Risk acceptance memo, incident
Reporting Form and Agreement to Abide by Policies

4. Easy to Use Digital Files

All sample security policies available in PDF and MS-Word format for
easy search and navigation

Easy cut-and-paste into existing corporate documents
Extensive cross-references between policies that help the
user quickly understand alternative solutions and

"The ISPME guidelines have
saved three months of manual
effort that would have been
required to research and write
policies.”

complimentary controls

5. Comprehensive Security Coverage

ISPME V12 information security policies cover these important security topics:
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Information Security Policies Made Easy, Version
12.0 security policies are organized using the
ISO/IEC 17799:2005 (ISO 27002) Information
Security Standard. All contents come with a
license to republish the material within a single
organization.

For more information:

Web: www.informationshield.com
Toll-free: 888 641.0500

Email: sales@informationshield.com.

Access Control

Data Classification and Control

Risk Assessments

Password and user ID management

Logging Controls

Encryption and Digital Signatures

Instant messaging, PDAs and “smart” phones
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Wireless

Voice Over Internet Protocol (VOIP)

Software Development Security (including Open
Source)

Security, configuration, and management firewalls
Communication Security including telephones and
FAX machines

Personnel Security v" Web site and e-commerce security
Security Awareness and Training v' 3rd party contracts
Data Privacy Management v" Document destruction and retention
Corporate governance, including Sarbanes-Oxley v" Incident Response and Contingency planning
Electronic mail security including “phishing” scams v" Telecommuting and mobile computing
Viruses and malicious code protection v" “Honeypots” and intrusion detection systems
Preventing and responding to identity theft v’ Effective software patch management
Network Security v" And many others!
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7.1 RESPONSIBILITY FOR ASSETS

7.1.1 Inventory of assets

Category Description: All assets should be clearly identified and an inventory of all
important assets drawn up and maintained.

1. Asset Inventory Contents (NEW)

Policy: An inventory of all Company X critical assets must be maintained. The asset
inventory must include all information necessary in order te recover from a disaster,
including type of asset, format, location, backup information, license information,
and business value

Commentary: Inventory management is essential for efficient control of computer
and software assets. IT systems change continuously during their lifecycle. Hardware
components may be added or removed, software installed or uninstalled. Even in
small IT networks, there will always be growth and change

The goal of an accurate and current asset inventory is to have a complete, up-to-
date and accurate view of all network components, including PCs, servers, printers,
hubs, routers, switches and software. Ideally the inventory should capture the device
class and what is installed on the device. For any given time frame this can provide
the actual state of all infrastructure compenents, which will provide a clear idea of
what is owned, operating, and where it is located across the entire enterprise

Related Policies: "Asset Inventory - Technalogy” "Controlling Inventory” "Asset
Inventory - Information”

Audience: Management and Technical staff

Security Environments: All

2. Asset Inventory — Technology

Policy: The Information Systems Department must prepare an annual inventory of
production information systems detailing all existing production hardware, software,
and communications links.
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